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1. Introduction

CSB Bank is committed to providing safe and high quality customer experience. While we strive to
bring the best of the technology infrastructure to customers, we are also aware of the need to
protect customer rights.

With the increased thrust on financial inclusion and customer protection and considering the
recent surge in customer grievances relating to unauthorized transactions resulting in debits to
their accounts/ cards, the criteria for determining the customer liability in these circumstances
have been reviewed and Reserve Bank of India (RBI) has come out with fresh guidelines on limiting
customer liability in unauthorized electronic transactions. This Policy seeks to incorporate the
requirements as per the directions contained in RBI Circular DBR. No. Leg. BC. 78/09.07.005/ 2017-
18 dated 06.07.2017.

2. Objective

This policy seeks to communicate in a fair and transparent manner the Bank’s policy on:
1. Customer protection (including mechanism of creating customer awareness on the
risks and responsibilities involved in electronic Banking transactions),
1. Customer liability in cases of unauthorized electronic Banking transactions
1i.  Customer compensation due to unauthorized electronic Banking transactions (within
defined timelines)

3. Scope
This document covers the following aspects:
1. Strengthening of systems and procedures
. Definition of unauthorized transactions

1ii.  Reporting of unauthorized transactions by customer to Bank
iv. Limited Liability of a Customer
V. Reversal Timeline for Zero Liability/ Limited Liability of customer

4. Strengthening of systems and procedures

The Bank is committed to ensuring that systems and procedures are placed to make customers
feel safe about carrying out electronic Banking transactions. Accordingly, Bank will put in place:
1. robust and dynamic fraud detection and prevention mechanism;

i. mechanism to assess the risks (for example, gaps in the Bank’s existing systems)
resulting from unauthorized transactions and measure the liabilities arising out of such
events;

iii.  appropriate measures to mitigate the risks and protect themselves against the
liabilities arising therefrom; and

iv. a system of continually and repeatedly advising customers on how to protect
themselves from electronic Banking and payments related fraud.
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Erroneous transaction reported by customers in respect of credit card operations, which
require reference to a merchant establishment will be handled as per rules laid down by card
association.

5. Definition of unauthorized transactions

Electronic Banking transactions are divided into two categories:

1. Remote/ online payment transactions (transactions that do not require physical
payment instruments to be presented at the point of transactions e.g. internet
Banking, mobile Banking, card not present (CNP) transactions, etc. Pre-paid Payment
Instruments (PPI) & UPI.

ii.  Face-to-face/ proximity payment transactions (transactions which require physical
payment instrument such as a Card or mobile phone to be present at the point of
transaction e.g. ATM, POS, etc.)

6. Reporting of unauthorized transactions by customers to Bank

The Bank will ensure that all customers are mandatorily registered for SMS alerts and, wherever
available, for email alerts related to electronic banking transactions. SMS alerts will be sent to all
customers without exception, while email alerts will be issued to those who have registered their email
addresses. Customers who do not provide their mobile numbers will not be permitted to use electronic
transaction facilities, except for ATM cash withdrawals. These facilities will be withdrawn after due
notice is given.

Customers must promptly notify the Bank of any unauthorized electronic banking transaction, as delays
in reporting increase the risk of loss to both the customer and the Bank. To facilitate timely reporting,
the Bank will provide 24x7 access through multiple channels—including its website, SMS, email, a
dedicated toll-free helpline, and reporting at the home branch—for reporting unauthorized
transactions or the loss/theft of payment instruments such as cards.

Additionally, the Bank’s website homepage will feature a direct link for lodging complaints, with a
specific option to report unauthorized electronic transactions. Customers will receive an immediate
acknowledgment (including auto-response) containing a complaint reference number. The Bank’s
communication systems will record the time and date of both the alert delivery and any customer
response.

Upon receiving a report of an unauthorized transaction, the Bank will take immediate steps to prevent
further unauthorized activity in the account. Once notified, the Bank will conduct a preliminary
investigation to determine the cause of the dispute. In cases where no third party is involved, the Bank
will endeavor to complete the investigation within 10 working days of notification.
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7. Limited Liability of a Customer

a. Zero Liability of a Customer

A customer’s entitlement to zero liability shall arise where the unauthorised transaction occurs in
the following events:

1. Contributory fraud/ negligence/ deficiency on the part of the Bank (irrespective of whether
or not the transaction is reported by the customer).

ii. Third party breach where the deficiency lies neither with the Bank nor with the customer
but lies elsewhere in the system, and the customer notifies the Bank within three working
days of receiving the communication from the Bank regarding the unauthorised transaction.

b. Limited Liability of a Customer

A customer shall be liable for the loss occurring due to unauthorised transactions in the following
cases:

In cases where the loss is due to negligence by a customer, such as where he has shared
the payment credentials, the customer will bear the entire loss until he reports the
unauthorised transaction to the Bank. Transactions where a Password / PIN / OTP (One
Time Password) has been used or where the transaction has been performed with
information available only with the customer or can be done only with the knowledge
of the customer will be treated as ‘transaction performed due to customer negligence’.
Any loss occurring after the reporting of the unauthorised transaction shall be borne by
the Bank. ii. In cases where the responsibility for the unauthorised electronic Banking
transaction lies neither with the Bank nor with the customer, but lies elsewhere in the
system and when there is a delay (of four to seven working days after receiving the
communication from the Bank) on the part of the customer in notifying the Bank of such
a transaction, the per transaction liability of the customer shall be limited to the
transaction value or the amount mentioned in Table 1 below, whichever is lower.

Table 1
Liability of a Customer under paragraph 7 (b) (ii)
Type of Account Maximum Liability ( ¥)
BSBD Accounts 5,000

All other SB accounts

Pre-paid Payment Instruments and Gift Cards
Current/ Cash Credit/ Overdraft accounts of
MSMEs

Current Accounts/ Cash Credit/ Overdraft Accounts 10,000
of Individuals with annual average balance (during

365 days preceding the incidence of fraud)/ limit up
to Rs.25 lakh

Credit cards with limit up to Rs.5 lakh

All other Current/ Cash Credit/ Overdraft Accounts
Credit cards with limit above Rs.5 lakh

25,000
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Further, if the delay in reporting by the customer is beyond seven working days, the
customer shall be liable for the entire value of the transaction(s) involved.

The number of working days will be counted as per the working schedule of the home
branch of the customer excluding the date of receiving the communication.

The overall liability of the customer in third party breaches, as detailed in paragraph 7.
(a) (i) and paragraph 7 (b) (ii) above, where the deficiency lies neither with the Bank nor
with the customer but lies elsewhere in the system, is summarized in the Table 2 below:

Table 2
Summary of Customer’s Liability

Time taken to report the fraudulent transaction from

the date of receiving Customer’s liability ()
the communication

Within 3 working days Zero liability

Within 4 to 7 working days The transaction value or the amount

mentioned in Table 1, whichever is lower

Beyond 7 working days

the value of the transaction(s)

8. Reversal Timeline for Zero Liability/ Limited Liability of customer

On being notified by the customer, the Bank will credit the amount involved in the unauthorized

electronic transaction to the customer’s account within 10 working days from the date of such

notification by the customer. The credit will be provided as a shadow credit, which means that the

customer will not be able to use the funds credited by way of temporary/shadow credit till the

dispute is resolved in favour of the customer.

Further, the Bank will ensure that:

ii.

ii.
1v.

a complaint is resolved and liability of the customer, if any, established within a period not
exceeding 90 days from the date of receipt of the complaint, and the customer is
compensated as per provisions of paragraph No 7 above

where Bank is unable to resolve the complaint, or determine the customer liability, if any,
within 90 days, the compensation as prescribed in paragraph No 7 above will be paid to the
customer; and

in case of debit card/ Bank account, the customer does not suffer loss of interest.

in case of credit card, the customer does not bear any additional burden of interest.

The customer’s liability will be to the extent of
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For all disputed cases, customers shall be required to provide the supporting documents namely,
dispute form, copy of the FIR, etc. within the stipulated timeframe. In case the customer is unable
to provide the documents or there is a delay on part of the customer in submitting the documents
within the stipulated timeframe, post due follow up by the Bank, the Bank shall term such disputes
as unable to conclude and the liability of the unauthorized transactions in such cases will remain
with the customer only.

9. Reporting and Monitoring Mechanism

10.

Customer liability cases shall be periodically reviewed in the Customer Service Committee of the
Board on a quarterly basis. The reporting shall, inter alia, include volume/ number of cases and the
aggregate value involved and distribution across various categories of cases viz., card present
transactions, card not present transactions, internet Banking, mobile Banking, ATM transactions,
etc.

The Standing Committee on Customer Service shall periodically review the unauthorized electronic
Banking transactions reported by customers or otherwise, as also the action taken thereon, the

functioning of the grievance redress mechanism and take appropriate measures to improve the
systems and procedures.

All such transactions shall be reviewed by the Bank’s internal auditors/statutory auditor also.

Force Majeure

11.

The bank shall not be held liable for any delay in crediting funds to customers' accounts if
such delay is caused by unforeseen circumstances beyond its control. These may include, but
are not limited to, civil unrest, sabotage, lockouts, strikes or other labor disruptions,
accidents, fires, natural disasters or other Acts of God, war, damage to the bank’s or its
correspondent banks’ facilities, or the unavailability of standard communication or
transportation channels.

Customer Responsibility for Device Protection

12.

The customer is required to safeguard their device by following the best practices outlined on
the Bank’s website, including regularly updating the device with the latest antivirus software.
Devices include smartphones, feature phones, laptops, desktops, and tablets.

Transaction Limit Setting while Overseas Travel

Customers are advised to regularly set transaction limits to minimize financial exposure and
update their overseas travel plans with the bank to ensure smooth transaction verification
and enhanced security.
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Customer Liability Post Two-Factor Authentication

14.

The Bank follows a process of two-factor authentication for electronic transactions, as
mandated by the Reserve Bank of India. It is the Bank’s responsibility to ensure that all logs,
proofs, and reports confirming the completion of two-factor authentication are maintained
and available. Any unauthorized electronic banking transaction that is processed after
successful two-factor authentication where the second factor is known only to the customer
will be considered sufficient evidence of the customer’s involvement or consent in carrying
out the transaction.

Investigation of Unauthorized Electronic Banking Transactions

15.

In the event a customer reports an unauthorized electronic banking transaction, the Bank
reserves the right to engage qualified external vendors to assist in the investigation. The Bank
shall ensure that a comprehensive inquiry is conducted to ascertain the root cause of the
incident and to identify the party responsible. All investigations will be carried out in
accordance with applicable reqgulatory guidelines and internal risk management protocols.

Customer Awareness and Secure Banking Campaigns

16.

The Bank will promote safe electronic banking practices among its customers and staff.
Information on secure banking habits will be shared through various channels, including the
website, emails, ATMs, phone banking, net banking, and mobile banking. These campaigns
will cover customers’ rights and responsibilities, and emphasize the importance of not
disclosing sensitive details such as account or card numbers, passwords, PINs, OTPs, dates of
birth, and similar confidential information.

Compensation Ineligibility for Failure to Cooperate

17.

The customer will not be eligible for compensation for any loss if they refuse to have their
card or Netbanking ID blocked, decline to enable a debit block on their account, or fail to
cooperate with the Bank by providing required documents—such as a copy of the police
complaint and a duly completed cardholder dispute form.

Blocking and Reinstatement of Electronic Banking Facilities

18.

The customer must clearly specify which electronic banking facilities are to be blocked. If not
explicitly mentioned, the Bank reserves the right to block all available modes of electronic
banking transactions in order to safeguard the customer’s interests. Reinstating access to any
blocked facility will require the customer’s explicit consent for each individual service.

Linkage to other Customer Service Policies of the Bank

This Policy on Customer Protection in Limiting Customer Liability in Unauthorised Electronic
Banking Transactions shall be read in conjunction with the Compensation Policy and Grievance

Redressal Policy approved by the Bank.
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